Operating Systems I/O CMSC 421

1 (October 4, 1997 9:51 pm)

3.1.1 I/O Device types

Block Devices : • Reads and writes data in fixed sized, addr essable blocks. • May be random access. • Examples:

Disks (usually random access/block addr essable). Mag-tape (may be block addr essable, normally r ead and written sequentially.

Character Devices : • Delivers and accepts a str eam of characters. • Not block addr essable and do not have a seek operation. • Examples: printer and keyboar d

Other Devices : • Clocks; r eadable as a single wor d or set of wor ds, or may be used to generate interr upts. Not block addr essable nor accept/deliver characters.

• Bit-mapped scr eens; special har dwar e interpr ets values in memory as pixels.

Operating Systems I/O CMSC 421

2 (October 4, 1997 9:51 pm)

Device Drivers :

Low level device-dependent OS softwar e that contr ols the device.

Device drivers translate abstract, device-independent r equests into device-dependent commands.

For example, a disk device driver might take r equests to r ead or write block N of a particular device, and translate this to commands for a specific type of disk drive.

Device Drivers issue commands to Device Controllers (cards that plug onto the I/O bus) thr ough I/O ports or r egisters.

CPU Memory Disk Contr oller

Disks

Printer Contr oller

Printer

Other Contr ollers

System Bus I/O Ports

Operating Systems I/O CMSC 421

3 (October 4, 1997 9:51 pm)

I/O ports can be: • Memory-mapped: Registers ar e part of the memory addr ess space. • Mapped into a special addr ess space if system has a separate I/O bus.

In this case, a mechanism is needed in or der to addr ess them. For 80x86 machines, the assembly instr uctions in and out are used.

Device Contr oller r esponsibilities: • Convert serial bit str eams into a blocks of bytes. • Contr ol drive motors and analog cir cuitry for video. • Perform err or corr ection and bad block mapping (in newer drives, e.g.

IDE).

Device Contr ollers signal CPU using har dwar e interr upts.

• Har dwar e Interr upt Request line ( IRQ ) is a wir e from the contr oller to an interr upt contr oller chip, e.g. PIC. Newer car ds (contr ollers) allow IRQ to be selected using softwar e.

• Interr upt contr oller maps each IRQ line into an interr upt vector . • Interr upt vector is an addr ess of an interr upt service r outine (ISR).

Operating Systems I/O CMSC 421

4 (October 4, 1997 9:51 pm)

3.1.3 Direct Memory Access (DMA)

DMA intr oduced to fr ee the CPU fr om moving data between contr oller ’s registers and main memory .

Basic idea: let a device “talk” dir ectly to main memory , bypassing the CPU.

In systems with DMA contr ollers, OS gives the contr oller: • Disk addr ess of data and a r ead/write flag. • Memory addr ess (buf fer) in which to r ead or write the data. • Number of bytes of data to transfer .

For read r equests, when the data is r eady, the contr oller will grab the bus and do the DMA transfer . Therefore, the transfer is performed without going thr ough the CPU.

Contr oller sends interr upt when finished.

Without DMA, data would have to be transferr ed a byte at a time by the CPU, thr ough I/O r egisters to the desir ed memory buf fer addr ess.

Operating Systems I/O CMSC 421

5 (October 4, 1997 9:51 pm)

DMA contr oller buf fers data fr om the mechanical device and main memory .

This is advantageous because: • Mechanical device delivers bits at constant rate. • Data can not be placed in main memory buf fer at a constant rate because bus is shar ed with other contr ollers r esulting in contention.

• Buffers pr ovide a mechanism to incr ease data bandwidth (throughput) of the device.

• For disks, data block interleaving can be used to match bus transfer bandwidth with device bandwidth.

DMA contr oller can be detrimental to system performance:

if the DMA contr oller is slower than the CPU (often the case) AND if the device is able to pr oduce data faster than the contr oller can transfer it AND if the CPU is NOT able to do other useful work.

Operating Systems I/O CMSC 421

6 (October 4, 1997 9:51 pm)

3.2 Principles of I/O Software

Basic idea: Or ganize softwar e as a series of layers.

Lower levels hide peculiarities of har dwar e from higher layers. Upper layers concerned with pr oviding a nice, clean, r egular interface to the users.

I/O requests

Har dwar e

Interr upt Handlers

Device Drivers

Device-Independent

User pr ocesses

I/O reply

Softwar e

Device contr ollers

Operating Systems I/O CMSC 421

7 (October 4, 1997 9:51 pm)

Issue #1: Device Independence

The ability to write generic pr ograms that can r ead and write to a device independent of its type, e.g. floppy , hard disks, CDROMs, etc., e.g.

‘sort < input > output’ should work for input coming fr om keyboard, floppy , etc. and going to floppy , hard disk or scr een.

However , not all OSs r estrict user access thr ough the device-independent softwar e layer, e.g. DOS:

What ar e the advantages and disadvantages of such a system ?

Application pr ogram

DOS routines

BIOS routines

Har dwar e

Operating Systems I/O CMSC 421

8 (October 4, 1997 9:51 pm)

Issue #2: Uniform naming

The name of a file or device should simply be a string or an integer and not depend on the device in any way .

For example, in UNIX, devices ar e identified using filenames (e.g. /dev/ fd0) that can be mounted at an arbitrary place in the file system of another device, e.g. /home/jimp/floppy . Copying a file to /home/jimp/floppy copies it onto the floppy disk, not the har d drive. Therefore, all files and devices ar e addr essed the same way (pathname).

Issue #3: Error Handling

Errors should be handled as close to the har dwar e as possible, e.g. at the contr oller and device driver level.

Most err ors ar e transient, e.g. dust particle on disk head.

Therefore, error recovery, in many cases, is transpar ent to upper layers.

Operating Systems I/O CMSC 421

9 (October 4, 1997 9:51 pm)

Issue #4: Synchronous (blocking) vs. asynchronous (interrupt-driven) transfers.

Most physical I/O is asynchr onous - CPU starts transfer and switches to another task until an interr upt is deliver ed.

User pr ogram r equests for input ar e usually blocking since, in most cases, the pr ogram can not continue without the r equested data.

OS takes car e of making interr upt-driven I/O handling appear as blocking to user pr ograms.

Issue #5: Shared vs. dedicated I/O devices.

Disks ar e typically shar ed among users. OS must handle interleaved requests for data operations corr ectly.

Tapes ar e dedicated devices. OS must pr event shar ed access to such devices.

Operating Systems I/O CMSC 421

10 (October 4, 1997 9:51 pm)

3.2.2 Interrupt Handlers

Processes block when doing an I/O operation or a Receive for a message that is not available.

Interr upt Handlers ar e responsible for r emoving the blocked status of a pr ocess, making it eligible to r un again.

We talked about how interr upt handlers ar e called in the intr oduction.

3.2.3 Device Drivers

All device-dependent code goes into the device driver .

e.g. a floppy device driver is the only piece of OS softwar e that knows about the I/O contr ol registers of a floppy disk and how to contr ol them.

A device driver accepts abstract r equests fr om device-independent softwar e above it and makes sur e the r equest is carried out, e.g. r ead block n.

Operating Systems I/O CMSC 421

11 (October 4, 1997 9:51 pm)

In general, a device driver waits on either:

• Requests (system call fr om a user pr ocess). • An interr upt or message (e.g., fr om a disk contr oller).

Typical sequence of low level-events:

• Device driver r eceives I/O r equest (e.g., get disk block K), writes commands to I/O ports of contr oller.

For operations that can not be carried out immediately , the device driver must block. So user pr ocesses block in the OS device driver r outine.

• Contr oller issues interr upt when r equest is performed (block K is r eady) and ISR wakes up blocked device driver .

• The awakened device driver checks for err ors and, if none, passes the data and status information thr ough the device-independent softwar e layer to the user pr ocess.

Operating Systems I/O CMSC 421

12 (October 4, 1997 9:51 pm)

For disks,

• Device drivers translate abstract addr esses, e.g., block n, into head, track cylinder values (at least befor e IDE and SCSI drives !).

• They determine and execute the pr oper sequence of contr oller operations, e.g., start motor , position head, etc.

Device drivers queue up multiple r equests. If no additional r equests ar e pending, they block again waiting for the next r equest.

Operating Systems I/O CMSC 421

13 (October 4, 1997 9:51 pm)

3.2.4 Device-Independent I/O Software

Functions of the device-independent I/O softwar e: • Perform the I/O functions that ar e common to all devices and pr ovide a uniform interface to user -level softwar e, e.g.,

Unix library r outines printf, fprintf, sprintf, etc.

• Maps symbolic device names onto the pr oper device driver , e.g., In UNIX, a device name is a file, e.g., /dev/tty00 that contains a major device number and a minor device number .

The major device number is used to locate the appr opriate device driver . The minor device number is passed to the device driver and specifies the unit, e.g., the 1.44MByte floppy vs. the 1.2MByte floppy .

• Provide user access r estriction to devices, e.g.,

In UNIX, access is r estricted using the file pr otection mechanism, rwx.

In DOS, ther e is no pr otection mechanism.

Operating Systems I/O CMSC 421

14 (October 4, 1997 9:51 pm)

• Provide a device-independent block size, e.g.,

Different physical sector sizes (e.g. har d drives vs floppy disks) ar e mapped into a single logical block size for higher level functions.

Higher layer functions can then be written generically to operate on abstract devices which r ead and write logical blocks.

• Provide buf fering for both block and character devices, e.g.,

For block devices:

Har dwar e reads and writes entir e blocks. Programs generally r ead and write bytes at a time. OS maintains buf fers wher e read and write user operations ar e carried out. OS writes changes out to disk in units of blocks when necessary .

For character devices:

User pr ograms can usually generate data faster than device can transmit it (e.g. modem). Ther efore, buffering is r equir ed else characters ar e lost.

Operating Systems I/O CMSC 421

15 (October 4, 1997 9:51 pm)

• Provide storage allocation on block devices.

OS must maintain list of fr ee disk blocks in or der to satisfy user allocation r equests. Algorithm for locating a fr ee disk block is device independent and can be done above the level of the driver .

• Allocate and r elease dedicated devices.

OS examines r equests for devices and determines whether or not the device is available. For devices like CDROM r ecorders, only a single pr ocess is allowed access. OS can pr ovide system call ‘Open’ that r eserves access to the device if it is available or fails if it is not.

Operating Systems I/O CMSC 421

16 (October 4, 1997 9:51 pm)

• Perform err or reporting.

Error handling performed by device drivers. If error can not be corr ected by device driver , it informs the device-inde-pendent softwar e. How the err or is tr eated fr om her e is device independent, e.g., Floppy disk device driver fails to r ead a sector on a damaged floppy disk. Driver tries several times and gives up. Driver r eports failur e to layer above. If damaged sector was boot sector , device-independent softwar e can report “system panic” in UNIX, or “system halted” in DOS. If it is a user file, err or message is r eported (possibly r ecommending Norton’s disk doctor).