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ABSTRACT

Discussions of two problem areas relating to blackbox suscepti-
bility testing, using direct-drive simulation, are presented. The first is

on the problem of simulating with sufficient accuracy realistic signal dis-

tribution within complex cables. A program to determine the simulation

accuracy for a matrix of possible variables is suggested for consideration.

The second is on the problem of fault isolation and sﬁggests the limited

~use of analysis combined with special fault detectors to aid in the unam-

biguous detection of failures.
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1. INTRODUCTION

This paper addresses some of the problems of laboratory EMP

su ceptibility testing at the blackbox level, using the technique of simu-
lating bulk cable currents previously observed during full-system field |
illumination. This approach has ‘been‘us ed extensively in past assess-
ment programs and has been a useful assessment tool; " However, during
the course of these programs, questions have been faised as to the accu-
facy of this technique é.nd these remain unanswered. It is the purpose of

thig paper to suggest a program for resolving these questions,

In the real-life case, the blackbox is mbuntéd in an airplane,
migsile, etc., and is connected to a network of cables which are driven
by one or more points of entry (POEs). Susceptibility testing of the box
in such a real-life situation provides the ultimate in realism, but is gen-

era

o

ly impractical, if not impossible, due to the complexity of box inter-

actions, inadequate diagnostics, inability to obtain necessary simulator
field levels, etc. In addition, it is usually the most ‘expen'sive approach,
since testing costs generally increase as the level of assembly increases

while the amount of useful data obtained generally decreases.

At the other extreme, the lowest level of assembly at which’

testing can be used is the circuit level. This is the ideal level in some

e

respects, since ultimately it is the noise voltage which appears across

the circuit input* that will cause circuit or system fé.ilure. It is also a
conyenient level to use since failures are unambiguous and circuit anal-
ysig can be uséd to help predict failures (assuming adequate models are

available for high-frequency characteristics, breakdown characteristics,

*The word "input" in the context of circuit malfunction means
any pair of wires, not just the actual input wires.




etc., of the cc;mf)onents which make up thé circuit). This prior analysis
can’aid greatiy in understanding the characteristics of the noise waveform
which are irﬁportant to producing the circuit failure — i, e., rise time, |
area under the pulse, etc. The overriding problem with working at the
circuit level, however, is the extreme difﬁc‘ulty of determining :what the
noise input to the circuit really is. If the particular input which results
in first failure of the circuit is conductively cdupled to the blackbox inter-
face, the input pulse shape may be little changed frém that whichAappeared
at the interface, and accurate measurements may be pré;étical. If, on the
other hand, the critical circuit input is coupled noncoﬁductivély to;thé
interface, then the input pulse shape may be altered significantly, there
%ma.y be more than one path exciting the input, etc. _Thﬁs, the character-
istics of the internal coupling network of the box become very important.
Unfortunately, these are generally very complex and difficult to deter-
mine in sufﬁci-'en‘t detail to allow an accurate and complete analytical
assessment of vulnerability. The unit-to-unit variation may also neces-
'sitate use of several models to represent a number of boxes suf)posedly
of the same configuration. |

Susceptibility testing at the blackbox level i‘epfesents an inter-
mediate step between the two extremes, and has probably been the most
widely used approach. As generally practiced, this involves making
measureménts of the bulk cable current (i. e., the vector sum of all the
individual wire and internal shield currents in a cable):at the system or
blackbox interface connectors while illuminating the complete vehicle
with an appropriate field, and then reproducing this same bulk cable
current waveform on the cables, usually one at a time, in the laboratory.
‘The amplitude is then increased until a failure is produced, and the cor-
responding current becomes the ''failure threshold" for that particular
:blackbox interface cable. This approach, while offering improvements

'in diagnostics over full-system tests and improvement in realism and




completeness over circuit-level tests, still suffers from many inade-

quacies and possible inaccuracies.

Some of the areas of concern with "d1rect-dr1ve" simulation,

as this approach is called, are:

1'

|
|
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- A different distribution of voltages and currents on the
. cable interface for direct drive versus real drive — a

- demonstrated fact and probably the most serious source

of error.

Assumes common-mode current —a very serious error |
source, if d1fferent1a1 mode drive of a cable occurs in
real life. If, in fact, the drive is really common-mode,
this is not a problem.

Generally does not simulate multiport drive of a black-

- box — a potentially serious problem when nonconductive

paths between more than one interface connector and a
given circuit exist, also a demonstrated fact. |
Wave shapes difficult to duplicate — a serious problem
to the extent that circuit failure thresholds are wave-‘

shape-dependent, which is reasonably expected to be

" the case.

The ‘problems listed above, and pos s1b1y others not 11<sted a11 relate to

the ﬂaroblem of simulating in the laboratory the exact (or at least accep-

“tabl accurate) distribution of vector currents and voltages on all the

interface connectors as occur in a real-life field illumination, ‘A prob-

lem jof a different sort is being able to actually diagnose blackbox

failures.

S The problem of diagnosing failures may, at first glance, appear
to bi

rather s:.mple. In fact. there are frequently some rather serious

difficulties in doing so. Some of these are as follov.v_s.




1. _ Observing that a failure has occurred — the normally
O : avvéila.bl‘e system/blackbox outputs may not be adequate -
| ’ to detect, within an acceptable time after oécurrence,
that a failure has occurred.

2. 'Identification of the fesponéible cifcuit — even if a fa.ii- .
ure symptom is detected, it will freqﬁently be the case
that more than one circuit could have caused the symp-
tom. Ident1fy1ng unambiguously the guilty circuit ma.y
"then be extremely difficult, if not 1mp0851ble.

3. Determination of coupling path — most circuits will be
susceptible through more tban one c’oupling”path. Again,

| identifying the guilty path'unambiguously may be‘very
difficult,
' The use of available test connecfors (which are not normally connected
in tﬁe operational conﬁguration) or other special diagnostic connections
; to alleviate these problems unfortunately alters the coupling network and
@ may ‘result in altered threshold levels.

The 6vera11 susceptibility testing problem must, therefore, be

addressed in two parts, with the dividing line between the two at the

interface connectors.




2. SUSCEPTIBILITY TESTING PROBLEMS

2.1 CURRENT SIMULATION

As noted prev1ously, ‘the usual parameter to be measured during
both field illumination and laboratory direct-drive sunulatmns, as a meas-
ure of s1mu1at1on accuracy, is bulk cable current (BCC) This current is
the vector sum of the individual currents which are ﬂowmg on all of the
conductors passmg through the current probe bemg used for the measure-
ment But it is not at all difficult to show that an. almost unlimited number
of very d1fferent distributions of current on the several conductors can
prqduce the sa.me vector sum. Therefore, a priori, we know that iden-
tical BCC is not a sufficient condition to guarantee the accuracy of the
" simulation. But now a \}ery legitimate question to ask is: Is there any-
thir:)g spe<':ia.1 about the way real POEs drive cables, the way simulators
dri?e cables, and/or the propérties of the cables and terminations them-
sehires which inherently will result in an acceptably accurate simulation,
or @hich can be used in an appropriate manner to produce an accep‘tably
accﬁrate simul_atidn?

Consiaer, for example, that in any practical cable there will be
coupling between wires, resulting in crosstalk. The degree of coupling
wilﬂ be a function of cable construction, certainly, but will nevertheless
a.lwija.ys exist, and only the values of coupling parameters will be different
for different cables; Now, at a point between the common-mode POE
which excites a given cable and the cable termination, and sufficiently
remote from both, the common-mode voltages are expected to be nearly

'equ$.1 for all wires. The point of this example is that for such a case the
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method of driving the cable is unimportant (exceptl thé.t it must be common-
‘mode); therefore,‘ any direct-dfive simulation method would be adequate.

The critical length of cable which must exist between the POE
d1rect drive point and the box under test, in order to produce this desir-
'able situation, will be a function of several parameters, e.g., the fre-
quencies involved, the cross-coupling parameters of the cable, vthe initial
uniformity of signal distribution at the P‘OE/direct-d‘rive point, termina-
tion impédénces, cable routing, etc. In a great many practical installa-;
‘tions, the leng‘thv of a real cable combined with the values of its controlling
lparameters will be such that the father idealistic uhiforrh distribution of .
commkon-rﬁoqe signals will not exist at any point. Then the manner of
exciting the cable for direct-drive simulation becomes very important to
produc1ng an accurate simulation.
| Recognizing, then, that an arbitrary nonuniform signal dlstnbu—
tion will generally exist on é. cable at the point of BCC measurement, the
question is: How can we determine what that distribution is and how can
'we reproduce it in the. laboratory? The simplest anéwgr to this question
is to simplj}.'apply a brute-force approach; i. e., measure the vector cﬁr-
rent in each conductoir in the cable individually and then force these same
'vector currents to flow in the simulation, using as many generators as
are required to accomplish this task.  Unfortunately, this approach de-
stroys the primary advé,nta.ges of the BCC technique, which are fewer
required measurements ahd minimum disturbance of the system being
‘assessed. It is.also not possible to use this brute-force approach for
'‘past assessi‘n‘ent programs where all of the available data are in the form
of BCC measurements.

Whé.t ié needed, then, is a thorough study of the sensitivity of
isignal distribution on cables to the pertinent parameters such as distance
from POE/direct-dfive point, termination impedances, cable parameters,

‘method of cable excitation, etc. In particular, the study should address




thle problem" of de51gn1ng better techniques for measurmg ‘cable signals
amd then properly reproducing them in the laboratory. Due to the diffi-
culties previously discussed, these new techniques are'e'xpected to be
scbmewha.t more complex than pure BCC measurements but less complex
th&an making measurements on every wire, But the 1mportant point is that
thlese new techniques will have a sound, experimentally verified theoret-
icial basis, and well defined limits of applicability and accuracy.

| A technique that is considered a prime candidate for meeting
thie requirements of maximum simplicity, consistent with acceptable
»aci¢uracy, is the grouping ’of wires for both fhe field illumination measure-
ments and laboratory simulation driving.. For example, it is reasonable
toiexpect that, if a POE excites a short cable with a relatively uniform
common-mode voltage distfibution, the interface current distribution will
bei dominated by termination impedances. Thus, it would be reasonable
toggroup wires for this case according to termination impedances and then
. méasure the bulk bundle currents (BBC) and siniultanéously reprdduce
t“hiase in the laboratory simulation. As another example, if a POE excited
a Jgr'oup of wires in a short cable preferentially, then it would be appro-
priiate to bundle and excite these same wires preferentially in the simula-
tion. But whatever the governing criterion, an important element to the
success of this technique is a priori knowledge of which criterion (or cri-
tei'ia) is coffecf. This knowledge can be gained from the sensitivity study
préviously mentioned. The result of this study would be a set of validated
te¢hniques of field measurements and laboratory simulation based on
wi&'e-groupihg. )

The preceding discussion of grouping illustrates but one possible

approach to irﬁproving the current simulation side of the susceptibility
v teéting probl‘efﬁ. As the sensitivity study progresses, other such schemes

méy suggest themselves and these should also be 1nvest1gated




Th.e'foliowing paragraphs, broken down into specific study '

areas, outline a .pos sible plan to accomplish this study.

2.1.1 Method of Cable Drive

A cable may'be‘ excited by three different, ’bas'ic mechanisms —
electric field coupling, magnetic field coupling, and conductive coupling.
Real POEs may involve one or moreé of these mechanisms, and the mix

may vary if more than one mechanism is present. It is the purpose of

‘this part of the study to:

1. Characterize the reasonable range of POE types as to
their basic coupling mechanisms and the mix of mech- .
anisms which may exist for each. POEs in which one
m‘eéhanism clearly dominates (by, say, 20 or 40 dB)
would be identified.

2. Characterize the various d.irect‘-drive“schem'es that are
used (i. e., capacitive coupling via a foil wrap, induc-

| tive coupling via transformers or distributed wire
coupling, anci conductive coupling) as to their basic
coupling mechanisms. ' -

3. Derive for 1 and 2 above equivalent genéfatofs which
‘can be used with conventional circuit analysis codes to
excite lumped-parameter cable models.

The program to accomplish tasks 1, 2, and 3 should be an iterative pro-

gram of analytical predictions verified and improved by experiment.

2.1.2 Cable Parameter Study

The cross-coupling parameters of the cables used in actual sys-

‘tems and in laboratory simulation will be important in determining the

signal distribution on these cables and the way in which this distribution

%changes with distance. It is the purpose of this part of the program to

determine the limits on these parameters in order to ensure that the




sensitivity stﬁdiés do not extend into impractical areas. "Among the
cables efcpected to be studied are the following exarﬁples. v | O
1. A éable with maximum crosstalk should be examined.
’ 'I“,‘h-is‘cable would have no shiélding of the conductors,
-and the conductors would be arrénged so that they are
~ parallel throughout their length, in order to maximize
crosstalk. ''Fat' and 'thin' wire versions of thisl cable
should also be exammed since d1fferent couplmg param-
eters W111 be max1m1zed by these d1fferent cases. It is
anticipated that these cables would have to be specially
constructed, since normal commercial practice ié to
miniﬁmize, ndt maximize, crosstalk.
2. A cable with minimum crosstalk should be examined.
This cable would have all shielded conductors, spiral
conductor lay, etc., in order to minimize crosstalk., It ' »
is expected that this cable (or cables, if needed) could O
'be purchased rather than fabricated. That is, the best
obtainable commercial cable construction is expected
to accurately represent the best real-system cables.
: The determination of cable parameters would be done experi-
mentally, based on available experience in cable-modeling. The param-
eters lwoul“d be determined on a per-unit-lerigth‘basis, and models for any

arbitrary length of cable can then be created.

2.1.3 Termination Impedance Study

This is expected to be a brief study. Its purpose is to determine
the range éf- parameters to be expected in the terminations. The study
would be in two parts, the first part devoted to actual circuit inputs and
the second to ''transmission line' characteristics of the interior wiring

of the blackbox. The former is necessary principally to determine any

10




nonlinearities and the latter to determine the true nature of "shofts” and

"opens'' (neither of which really exists at high frequenc:i'es).

2.1.3 Sensitivity Study

‘With kﬁowledge of drive functions, cable parameters, and termi-
‘nation characteristics gaine'd from the previous studies, all of fh,e data
‘r‘equ_ired to pe‘rfo'rm an overall seﬁsitivity study are available. This study
is expected f;o utilize the capabilities of modern computer codes to solve
large network problems. , ‘ o | - -

The manner of performing this study would be to determine the |
‘'signal d1str1but1on at the defzned interface po1nt of the model for the
‘matrix of va.r1a.b1es which have been identified. The exact nature of this
matrix is yet to be defined, and is expected to be time-varying during the
course of thé study, The problem is, of course, to reduce the matrix to
as small a sizé as will accomplish the desired task. _, With the number of
variables a.lrea.dy discussed, the number of solutionvs required is poten-
tially very large, with resulting high cost. The varié.bles matrix must
1nc1ude, but not necessarily be limited to: cable cross- couphng param-
eters, cable conductor-return circuit parameters, cable overall length,
termination impedances, drive-point couplmg mechanism(s), and frequency.

Particular emphasis should be given through the sensitivity study
to detécting b‘a\_nd understanding patterns of signal distribution, since these
can be us'ed.‘tiob establish correct criteria for the grouping of wires in a
icable for field ,ﬁieasurements and laboratory drive.: "Anbther important
element offhé‘ ‘_s‘fudy of grouping should be establishing the tradeoff be-
itween accura‘.éy of laboratory simulation and simplicity of grouping — i. e.,
the fewest poss1b1e groups. For example, the study may show that using
three bundles will give distribution agreement within a factor of #5, using
five bundles gives agreement within +2, etc. That is the sort of informa-

tion which the engmeer preparmg a test plan can put. to immediate practical
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use, thus faking the results of the study out of the realm of the abstract

in which so many p'a.st‘ efforts have ended. In fact, the whole emphasis of
this study should be geared toward practical applicati‘bn of the results.
The ideal result Would be a preliminary ''user’'s manua-l” which would out-
line various ways to simulate field excitation by laboratory direct drive
and the expected error range of each simulation technique. The results
of the sensitivvit'y study would also, conversely, bound the errors on past
dirgbct-drive-tests in order to provide a measure of th"e vuncertainty limits

of past assessment programs.

2.2 FAILURE IDENTIFICATION AND ANALYSIS

The impetus for improving the technique of Iaboré.tory simulation
of ¢ab1e currents is to ensure that accurate suscept1b111ty testing of sys-
tems or’ bla.ckboxes can be performed The reasons that laboratory tests
arq needed to supplement full-scale system-level testing were mentioned
earlier: (1) the need to produce threat (or greater by a margin of, say,

2 to 10 X) cable currents, and (2) the need for more exhaustive tests with
better d1a.gnost1cs than are available in the field. The problem of obtain-
ing the required currents is a matter of equipment design pr1mar11y, and
w11], not be discussed in this paper.* The problem of testing and diagnos-
ticé, however, will be discussed in the paragraphs that follow. Throughout
these discussions, it will be assumed that the problem of simulating cor-
rect interface signal dxstnbutmns has been solved, ‘and that multiport
drive will be necessary.

) Having solved the problem of how to simulate accurately the real-
life excitation, ‘the question then arises as to just how the testing should be

conducted, what use can be made of analysis, how failures can be detected

*It should be noted, however, that pulsers. capable of being exter-
nall y triggered (i. e., synchronized with equipment under test) up to 400
kpps with outputs of 40 amps into 50 ohms with 8-nsec rise/11-nsec fall
times and 25-nsec minimum pulse duration are commercially available.
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and isolated,. etc. Answers to these ‘questions will be proposed in the

following discussion.

Beforé proceedipg; however, let us consider how th‘e nature of
the blackbox to be tested will affect the test procedures used. It is clear
that the complexity of the box function and internal makeup will strongly
affect the relative ease or di‘.fﬁculty of performing adequate susceptibility

teéting. By far the most difficult problems are presented -by‘ a digital

computer. 'I_‘he»p'rincipal characteristics which are responsible for

| analysis and post-test diagnositic analysis would make optimum use of

these problems are:

1. Digital computers are susceptible to transient upset as
weil as permanent damage. By their natufe, transients
‘a.r.e‘ much more difficult to detect and isolate.

2. A limited number of outputs are available"fgr normal
obs‘e‘rvation, and in general, each of these may be
altered by a 1arge number of internal circuits. Thus,
an 6utput state change does not identify a specific cir-
cuit failure.

3. A digital computer may exist in avery l_afge number of
possible internal states, ar;d it is eassf fq sho‘& that the -
state of a given circuit can affect the sensitivity of itself
and of other circuits, as well as the detectability of an
upset. "

Because it is the most difficult to test, the digital computer will
be used as the basis for the following discussions. The ideas discussed
can then be applied as necessary to simpler testing situations. v

One of the questions asked above was ”Wha.t'use can be made of

analysis?'' A carefully proportioned combination of pretest predictive

this tool. The predictive analysis would be applied in the form of circuit

analysis to determine upset and damage thresholds of the interface circuits
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only, These are selected for the predictive analys1s because (1) they
represent a relatively small subset of the total ‘circuit types, thus min- |
1muz1ng the analysis tasks, (2) their coupling paths from the 1nterface
are conductive and are, therefore, not expected to significantly alter the
s1énals reachmg the c1rcu1ts, and (3) the circuit threshold predictions
coﬂnbined with signal distribution data can provide very.useful data on
expected BCC thresholds for purposes of test planmng In particular,
S1nk:e upset of the interface circuits is expected to be the lowest-level
fa1lure, the pred1cted failure level of these can be used to set the lower
hmllt of BCC that will be required. (The test should, of course, start

at éome m‘arglin"', say a factor of 3, below the lowest predicted threshold.)
The diagnostic ,;nalysis is just what the name implies; it would be used
only after a failure has been observed as an aid to locating unambiguously
the 3gui1ty circuit. It combines circuit analysis (again for upset and/or
damage thresholds) with analysis of an identified radiative coupling path.

_ A second important question that was asked wé.s: "How can fail-
ures be detected and isolated?' This is basically the Idia.gnostics ‘question
andjis a sticky one indeed for transient upset. (Permanent damage can be
detected by ordmary diagnostics whxch are dee1gned to detect just this
type of fa:.lure, i. e., defective components. The only requirement is that
enough time be allowed between noise pulses for the diagnostic routine to
be run and the failure flagged.) The three characteristics of digital com-
putérs previously mentioned give the whole problem of locating specific
faﬂ.ures of logic circuits a "looking for the needle in a haystack” appear-
ance. Consider, for example, characteristics 1 and 2, the limited num-~
ber of available outputs to monitor a very great many more internal ele-
ments and the transient nature of upset failures. For a given output,
there may be several logic paths which could have caused a state change,
even within one clock interval after the noise pulse. As the number of

clock intervals between noise pulse and error indication increases, the
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number of pbtéhtial logic paths which could cause that failure incfeases
a.lso.* To heip identify unambiguously the guilty path, a special logic

state indicator! bwith memory could be constructed. In application, the
bokx would be opened, several of these detectors attached at appropriate

locations determined by examination of the possible guilty logic paths,

the box resealed and again tested. In retesting, car‘efi;l note would be

taken of the threshold level to see if any change occurred due to the

presence of th‘é detector. After again observing the failure, the box

" would be reopened and each detector interrogated to see if it had been

" reaches the c1rcu1t.

disturbed. Thus, the guilty path could be located unambiguously. A
second application of the detectors would be used to identify the exact
circuit in the path where the failure is occurring. Finally, the diagnos- -

tic analysis could be used to locate the coupling path by which the energy

The problem of characteristic 3, the many possible logm states,
is probably the. most difficult of all. It will almost always be completely
impossible to inject a noise pulse into every possible staté; For example,
there are 2N possible states in a computer with N active mlemory elements
—i.e., flvip‘-‘f'léps (the state of magnetic memory is nét' expected to have |
any effect on thresholds) — and for N = 200 (a very srna.ll computer),

2N s 10 12 states. About the best approach that can be suggested is to

*This 1nd1cates that the diagnostic program should be carefully
written to minimize the number of clcck intervals that can occur before
the error is flagged. That would tend to at least reduce the size of the
"haystack' somewhat.

*This could be really a very simple device, cons1st1ng of only a
quad 2-input gate IC and a Zener power supply if required. Such an IC
would be wired as a set-reset flip~-flop capable of accepting either posi-
tive or negative logic signals as required. Power would be derived from
the normal power buss. The size would be quite small, somewhat larger

“than a flatpa.ck IC package. Leads should, of course, be kept very short

to minimize the unavoidable coupling path alteration, and lead attach-
ment is probably the biggest problem.
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apply as many pulses as possible and then, assuming a normal threshold
distribution, thresholds near the lowest possible will be observed. Then
‘the} probability of being in a lower threshold state at least becomes accep-
taﬂly small, .bAn_exception to the above approach is the existence‘of states
which are of iong duration, e.g., a non-compute or standby mode which
may be critical. ’fhese may exist for a sufficient length of time that the
probability of receiving a vnoi‘se pulse during this time is significantly
grea.‘ter. Such special modes should be identified and thbfoughly tested
indbpendent of the tests fdr.ndrmal operation. '
Based on the above discussion, a suggested procedure for suscep-
‘tibiility festing of blackboxes might consist of the following steps.
1. Using circuit analysis and component burnout da;a‘,
| ‘pre'dict the thresholds for upset and démage of con=-
'dhctively coupled interface circuits only.
2. Combine the thresholds predicted in (i) with signal dis-
" tribution data to obtain BCC thresholds forﬁxpset and
. damage of interface circuits.
3. Use the upset threshold BCC divided by a factor of 3
as 'fhe lower limit of BCC reqhired for the test.
4. ‘v The upper limit of BCC will be the criteria level multi-
pl'ied by‘a factor of 3, or the point at which failure -
occurs, whichever is higher. That is, test to first
failure, even if well above criteria.
5. . Conduct the test by introducing noise pﬁl_ées simultan-
eously on all of the wire groups as required to produce
the correct signal simulation. Start at the lowest level
j ' as determined in (3) above and increase the level in
\ . - ‘steps (say, 3 dB) until first upset is observed. (The
‘ diagnostics program should be designed to detect I/C

 failures and internal failures independently.)
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6. “ Continue to increase the level (but in sméller steps,
e.g., 1 dB) and observe and record as a function of
level each upset failure, up to a level of 1/3 the pre-
dicted interface burnout threshold. |
7. Analyze functionally to determine the possible causes of
" each observed upset failure.
8. . U,si‘ng diagnostics previously discussed, determine
" which of the ﬁossible causes was, in fact, responsible
| for each failure. |
9. Continue thé tests at higher levels gppro_aching intér-
fé.ce circuit burnout, still using small stéps. At each
" level, run both the I/0O aﬁd internal diagnostic routine
before going on to the next level. (Smaller steps are’
required for burnout testing since it is not possible to
ovérshoot the fhreshold and then go back to determine
it more accurately.) | '
10. . Observe and record failures as a function of level, as
v before. Internal upset failures are diagnosed as before.
11, If 3X criteria has not been reached,‘ continue on to this
level. i
This?éompletes the ''normal' mode susceptibility teéting. If
special modes have been identified, these should now be tested in the
same manner, after repairing all permanent damage failures. The pro-
cedure used ié basically the same except that the noise pulse generators
will have to be s'ynchronized to place the pulse in the. desired proper time

location — i. é.,‘,during occurrence of the special mode.
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3. SUMMARY

| This paper has presented a two-part approach to resolving some .
ofithe existing problems of laboratory susceptibility testing.

Section 2.1 addressed the problem of obtaining ah accept‘ably
a.cjk:urate sirmulation of field drive in the laboratory. The suggested study
pr;bgr‘am is 'strongly oriented toWard technology duebto t.h‘e nature of the
prLblem to be solved, and is one which is urgen'tly needed in order to sat-
isﬁactorily put to rest the question of the éccuracy of the BCC approach.
Thps questlon has been raised repeatedly by agencies and contractors en-
gaged in EMP assessment programs, and will continue to be raised unt11
a sat1sfactory answer is obtained.

‘ Section 2.2 suggests not a study program but rather a procedure

whnch may be used for diagnostic testing of blackboxes. A selective use

of \ana.‘lys1s is also suggested as an adjunct to the test-program.
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