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Abstract— During the last decades, the EMC/EMI community has shown a high interest in the
use of reverberating chambers for the immunity testing of electronic devices. Standards have
been published so that the compliance of test facilities can be checked. One of the remaining
open questions is the efficiency of a mode-stirrer depending on the used material, its shape and its
location within the cavity. In this paper, a description of the three main geometries encountered in
the literature is given. A practical comparison of the mode-stirrers is proposed based on the
Pearson correlation coefficient, the electric field distribution inside a tested computer and the
results of the immunity testing of the temperature sensor enclosed in the computer under test.
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1. Introduction
The immunity and the emissivity testing of electronic devices used in critical infrastructures is of
fundamental interest to define adequate protections to be inserted in the facilities in order to improve the
availability of services provided to users and the confidentiality and the integrity of the processed data.
The hardening of sensitive infrastructures allows for preventing threats of information leakage through
spurious compromising emanations and services resilience against intentional electromagnetic interference
(IEMD).

In order to characterize devices immunity, one can consider the possible electromagnetic (EM) attack
scenarios and apply an EM field with well-known magnitude, direction and polarization on the target by
either moving the device under test (DUT) or the source in anechoic chambers. The EMC community has
shown a high interest for reverberation chambers (RC) for performing radiated immunity tests. This kind
of facility constitutes another way for performing immunity testing where the DUT is placed in a fixed
position in a so-called working volume (WV). For overmoded RC equipped with a moving mode-stirrer,
the statistic of the field amplitude is supposed to be uniform in the WV. Thus, a quick statistic estimation
of the susceptibility of the DUT can be performed.

One of the remaining open questions, as far as we know, is the definition of an efficient geometry of the
mode-stirrer for a given facility. In this study, a large review of published academic and technical papers
as well as pictures available on the web has been conducted. Considering, the most commonly used
geometries; it has been decided to design and build the three most used mode-stirrers and to compare their
stirring efficiency for a given Faraday cage thanks to the statistical tools recommended by standards. A
comparison of the stirring efficiency is proposed in this paper.

During the last four years, we have been working on the susceptibility testing of information systems
when exposed to parasitic field. A health monitoring software was proposed in [1] to record and
characterize the effects of IEMI on a DUT by analysing drivers and operating system logs, in real-time as
well as enclosed sensors. For comparison purposes, the presented software has been used in order to have
a clue on the benefit of the three mode-stirrers on the criticality level of the induced perturbations for a
given observable.

A A
4

f 30cm
Working volume /

T2cm 45cm Stirring volume

Gb()cm Q
45cm ZA

Antenna

e

>

43cm
92cm ©

Figure 1: Schematic representing the RC.

The paper is organized as follows: in Section 2, the procedure for characterizing the efficiency of mode-
stirrers in reverberation chambers is summarized. In Section 3, the benefits of the immunity testing of a
commercial-off-the-shelf (COTS) computer using the mode-stirrers is discussed.



2.

Analysis of mode-stirrers
The aim of mode-stirring is to produce inside a RC a statistically uniform electromagnetic field in terms of
field homogeneity and isotropy [2]. This property directly depends on the number of significantly excited
modes (bounded to the mode density at the considered frequency of operation), their quality factor Q
(often estimated as a composite Q factor) which quantifies the amount of energy stored in the RC, their
bandwidth BWy=1/Q and finally the stirred efficiency ry In this study, we only focus on the stirring
efficiency parameter related to the mode-stirrer geometry.

While setting up a RC with a mode-stirrer, one has to choose its shape. Unfortunately there is no
theoretical foundation, but only general guidelines [3], which provide an optimal geometry for an
adequate stirring efficiency. First of all we determine the location and the maximum dimensions of the
stirring volume given a required working volume (a computer 45.3 cm x 20.3 cm x 45.7 cm in what
follows) in the RC. The RC we are working with is 43 cm high, 72 cm wide and 92 cm long.

The lowest usable frequency LUF as defined by [3] is included within the following range
LUF € [3 freo11, 7 freo11], (1)

In our case, the LUF is:
LUF € [794 MHz, 1.85 GHz]. 2)

Another estimation from [4] links the LUF to the volume V of the RC as follows:
LUF = ¢(90/(4nV))"* = 879 MHz. (3)

Based our preliminary results [1], we have seen that interesting effects at motherboard level occur for
frequencies above 2 GHz. Therefore we fixed the lowest frequency of operation fyn =2 GHz (which
corresponds to a maximum wavelength Ayax = 15 cm), i.e. well above these estimations of the LUF.

Moreover, it is commonly admitted that the working volume must be Ayax/4 = 3.75 cm apart from the
enclosure walls and apart from the emitting antenna to ensure a uniform distribution of the field around
the DUT. Finally we obtain the stirrer’s volume which is a 30 cm diameter cylinder with an overall height
of 34 cm. This volume must be invariant by rotation around the axis of the stirrer due to the stirrer
rotation. The environment (Fig. 1) is composed of a working volume, a stirring volume and an excitation
volume represented by the log-periodic antenna on Fig. 1.

2.1 Review of the proposed geometries

To find the adequate shape of the mode-stirrer one can simulate different shapes [5-7], or design a stirrer
by trial and error, minimising the symmetries and then choose the more appropriate, based on their
characterization. Due to the large open literature on RCs and mode-stirrers, it is also possible to rely on
the existing shapes. In this work, it has been decided to select shapes from a review of commonly chosen
ones in the literature (see for example [2, 7, 8, 9]). The three shapes (quoted as S/, S2 then S3) depicted in
Fig. 2 have been selected from an analysis of more than 200 references. Note that even though we selected
common stirrer shapes, this does not ensure that those are the most efficient ones.



2.2 Stirring efficiency of the selected shapes
The stirred efficiency is commonly [9, 3] characterised by the Pearson correlation coefficient defined as:

v = 07 B0 — 1) 0 — ). )

where X = [xy,..., xn;] is a series of measurements at a fixed frequency, for N consecutive mode-stirrer
positions. Y is the same series rotated from one position i.e.: Y= [xx.;, Xg,..., Xx.2]. lx 18 the X series mean.

In our case, X is a series of magnitude of scattering parameters |S,;| measurements between ports 1 and 2
of a vector network analyser (VNA) connected to the 2 antennas one in the excitation volume and one in
the working volume. ry reveals the capacity of the stirrer to lead to a non-correlated field distribution in
the RC for different stirrer positions. A high number of positions N is likely to create highly correlated
distributions, as the angle between two positions is small. According to [3], for uncorrelated data the
estimated ry should be lower than a threshold p (p=1/e=0.37 for N =30). This assumption is not
relevant for N # 30 as highlighted in [10].
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Figure 2: Picture of the three selected and designed mode-stirrers and the computed stirring
efficiency using equation (4).



The stirring efficiency of each tested mode-stirrer shape is depicted in Fig. 2. The transmission parameter
IS,1] is aggregated along a full rotation of the stirrer with N = 30 steps in a bandwidth of [2 GHz, 6 GHz]
with a resolution of 150 kHz using a VNA. A resolution bandwidth slightly greater than the BW has been
chosen while minimizing the noise floor. For graph readability, the mean, the first and the third quartiles
have been estimated from the obtained 7 on blocks of 300 consecutive points of frequency.

As shown by Fig. 2, the ranking based on ry of mode-stirrers is: S/, S2 then S3. According to this
autocorrelation function criterion S/ appears to be much more efficient than the two others as its
associated ry is (mostly) below the threshold p. For shapes S2 and S3, it can be mentioned that ry
decreases when the frequency increases at least in the half lower bandwidth under investigation, unlike S/
which seems to be less sensitive to the working wavelength. This tends to prove that this stirrer provides
uncorrelated realizations almost all over the considered bandwidth.

2.3 Analysis of the field uniformity in the working volume
The use of a mode-stirrer allows for generating the field uniformity in the working volume when the
reverberation chamber has been well designed. The field uniformity can be validated thanks to [3]:

0,4(dB) = 201log (#) , 5

(E xyz>24
where <. > refers to the mean operator.

In order to have a clue on the field in the WV for the three designed mode-stirrers, a three-axis electric-
field probe was placed in the 8 corners of the WV. The electric field magnitude was measured along the
three axes while each mode-stirrer was rotating along its y-axis for 30 positions. Then, the maximum of
the field amplitude along each axis were selected from the dataset to obtain 24 maximums. Then, the
standard deviation of the maximums is computed using equation 5. A low 0,,(dB) value means that
maximums values are uniform in the WV. A threshold value of 3 dB is provided by the IEC 61000-4-21.

Table 1: Field uniformity estimator for the three mode-stirrers at the three tested frequencies.

Oo4 (dB)
S (GHz) S1 S2 S3
2 2.12 1.77 2.03
35 133 1.85 1.89
5 1.51 1.84 1.34

The field uniformity was measured for a set of frequencies and for the three geometries. It can be observed
that the three shapes inside the RC allow for stimulating a uniform field in the working volume since the
computed field uniformity estimator is below the standard limit of 3 dB. Nevertheless, the number of
tested frequencies will be increased in the near future to enhance this study.

2.4 Analysis of the field amplitude statistic in the working volume

Many studies were devoted to the analysis of the field distribution in the working volume of a
reverberation chamber. It has been demonstrated [10] that for a RC the field amplitude can be modelled
with a Weibull distribution (fyyeipy)- Moreover, it has been shown [10] that the field amplitude
distribution depends on the wavelength. For a well dimensioned reverberation chamber, the field
amplitude distribution evolves from a Weibull distribution (equation 6) for wavelengths close to the LUF,
to a Rayleigh distribution (equation 7).



The Weibull probability density function is given by:

(6)

Kk (x\ =1 _ k
fweibu ()2 = I(}) e (=x/D"

where k and A refer to the shape parameter and the scale parameter of the Weibull distribution.
The Rayleigh probability density function is given by:

X _a2/9s2
fRayleigh(x)a =2€ x*/20 )

(7)
where o refers to the scale parameter of the Rayleigh distribution.

One can notice that the Rayleigh distribution is a special case of the Weibull distribution when:

k =2 and A% = 20°. (8)
We analysed the statistical distribution of the field amplitude along x, y and z for the set of frequencies.
The results, depicted in Fig. 3, Fig. 4 and Fig. 5, have been compared quantitatively and qualitatively. A
first analysis was made by adjusting straightforwardly the field amplitudes along the three axes for the
three mode-stirrers at the three considered frequencies with a Weibull distribution. A 95% hypothesis test
has been conducted with the Anderson Darling hypothesis tests to the adjusted distribution along each
axis. It has been confirmed that the field amplitude distribution is likely to follow the Weibull distribution.
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Figure 3 : Cumulative distribution function of the electric field |Ex|, |[Ez| and |Ez| in the working
volume at 2 GHz for the three mode-stirrers fitted with a Weibull distribution.
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Figure 4: Cumulative distribution function of the electric field |Ex|, |[Ez| and |Ez| in the working
volume at 3.5 GHz for the three mode-stirrers fitted with a Weibull distribution.
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Figure 5: Cumulative distribution function of the electric field |Ex|, |Ez| and |EZ| in the working
volume at 5 GHz for the three mode-stirrers fitted with a Weibull distribution.

As it was proposed in [10], the analysis has been verified by applying recursively the Anderson-Darling
(AD) test to subsets of 25, 50, 75 and 150 measurements taken from the set of 1,350 ones. The subsets
have been adjusted with Weibull and Rayleigh distributions thanks to the maximum log-likelihood
method.

Table 2: Rejection rate of the Hypothesis that field amplitude subset (the length of the sample is 50)
along the three-axis is following a Weibull or a Rayleigh distribution based on the AD test.

0
( G{{Z) distribution |— AD fests (%) =

) Weibull | 1111 | 1111 | 1481
Rayleigh | 14.8 LIl | 741

s | Weibul | 1851 051 | 1481

: Rayleigh | 2392 | 371 | 3.70

s Weibull | 8.23 374 | 741
Rayleigh 9.55 3.79 7.41

Using the Anderson-Darling hypothesis test, the rejection rates of the hypothesis are provided in Table 2
for subsets of 50 values. Again it can be observed that the three selected shapes, the reverberation chamber
seems to stimulate very similar field amplitude distributions. Nevertheless, the number of frequencies
should be increased to confirm these results.

Immunity testing of electronic device

To evaluate the immunity of an information system, different techniques can be applied. One can either
measure the field inside a computer, or induced voltages in circuits, or record the number of faults on a
running system. In this Section, the penetration of the electric field through apertures at three points of
interest in the computer is analysed. Then, a brief overview of observable faults induced on the computer
by parasitic fields is presented. According to previous experiments [1], it has been observed that around
2 GHz the temperature sensor is highly susceptible. In this section, we will focus on this working
frequency and this observable to compare the mode-stirrer shapes based on the criticality of the induced
effects [11].

3.1 Mode-stirrers classification thanks to the induced electric field

The three positions, depicted in Fig. 6, are of high interest as susceptible components [1] are placed in
these parts of the computer (P1: hard-disk drive, P2: PCI slots and P3: CPU cooling fan). In order to
analyse the contribution of the different mode-stirrers, the distribution of the electric field along x, y and z
in the computer has been compared for the three mode-stirrers. The three components (|Ex|, |Ez| and |Ez|)
of the electric field induced in the computer cavity have been measured at the three positions for a set of
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frequencies. Boxplot representations of the field values for three mode-stirrers are proposed in Fig. 7. It
can be observed that for the three positions, the three mode-stirrers stimulate the field amplitude mean
contributions along the three axes similarly. At the position 1, the component |Ex| is more widely
distributed than the two others components. Moreover, some outliers (represented by blue crosses) can be
observed at the position 3 which is of high interest in our case as the temperature sensor is next to the CPU
Cooling fan.

Figure 6: Electric field probe inside the computer box at the three chosen positions [11].

3.2 Mode-stirrers classification based on faults severity

Linux has been installed on the computer in order to gain easy access to drivers and operating system logs.
Faults [1] (ex. USB, PS2 and temperature sensors) induced by IEMI can be detected. The computer was
tested using the described approach and it has been observed that the 17 CPU clock balancing was highly
deteriorated. Moreover, it has been observed that the effects (ex.clock balancing deterioration,
temperature sensors errors) were induced at different levels of criticality depending on the mode-stirrer
and the frequency.
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Figure 7: Boxplot representation of the electric field measured inside the computer box at the
positions 1, 2 and 3 for a working frequency of 2 GHz [11].

As for an example, we propose to sum up a comparison of the perturbations of the communication links
between the temperature sensor and the CPU for a full rotation of each mode-stirrer considering a fixed
power level on the signal generator (EM field strength) [11]. As we considered the temperature sensor
reading errors, highlighted in Fig. 8 [1], we focus on the field statistics at the position 3 above the CPU of
the motherboard cooling fan where the sensor is located. It has been pointed out that the field amplitude
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along z seems to be identically excited by three mode-stirrers. The field amplitude along x is better
stimulated by the mode-stirrers S/ and S2. The field amplitude along y is better stimulated by shapes S/
and S3. The ranking based on the field amplitude stimulation is: S7-5S2-S3 along x, S$3-S7-S2 along y and
S§3-S2-S1 along z.

The recorded temperature can be modified by two factors:
- The temperature in the RC increases due to a lack of cooling and the CPU activity;
- The parasitic coupling on the printed circuit board (PCB) that disturbs the communication

between the sensor and the CPU. It has been shown in [1] that the level of the reported
temperature increases with the generated parasitic field strength.
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Figure 8: Estimation of the resonating frequency of the temperature sensor for EM coupling
maximization [1].

In the preliminary experiments, the temperatures during normal activity have been recorded. It has been
observed that the temperature slowly grows from T;=45°C to T; y =48°C. Then, the temperature is

measured when activating the EM generator (a 2 GHz continuous wave for a given temperature) and the
mode-stirrers. The induced reading errors of the temperature are proposed in Fig. 9. It can be pointed out
that the mode-stirrer S7 allows for inducing the highest criticality effects. This conclusion is directly
linked to the stirring efficiency of S7. Indeed, S/ is capable to set different field topologies up in the
computer.
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Figure 9: Boxplot of the temperature sensors erroneous measurement due to a 2 GHz continuous
wave for a complete rotation of each mode-stirrer [11].
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Different field topologies involve different EM to PCB coupling configurations. The reported temperature
reading error is widely distributed in regards to the shape S/. On the contrary, the mode-stirrers S2 and S3
induce low criticality errors (due to lower stirring efficiency). Nevertheless, it can be observed that the
mean contributions (highlighted by the mean in red point and the median represented by the red line in
Fig. 9) of the induced errors are very similar. The induced reading errors of the temperature are shown in
Fig. 9 for a complete rotation of the mode-stirrers. The related boxplot for each reading errors distribution
is proposed. The highest is the measured temperature the highest is the criticality of the effect. It can be
pointed out that mean contributions of errors are very similar when using shapes S/ and S2. Outliers can
be observed only when using S/. The severity of reading errors is lower for S3 than for S7 and S2 (the
ranking based on the severity dynamics of effects over one full rotation of the mode-stirrers is S/, S2 and
S3). Based on the ranking of mode-stirrers and based on the severity analysis of effects and the field
excitation in the computer box, it has been assessed that the parasitic coupling is mostly due to the field
component along x.

4. Conclusion
An exhaustive review of mode-stirrers geometry has been performed leading to the study of more than
100 conference and journal papers, 25 PhD theses and a large number of pictures available on the Internet.
The three most common shapes have been designed and tested in order to have a clue on their stirring
efficiency for a given reverberating chamber. The following aspects have been investigated to compare the
designed geometries:

- The main lines of standardized tests have been performed, namely: the Pearson correlation
parameter for estimating the so-called stirring efficiency related to the samples correlation, the
characterization of the field uniformity in the working volume and the statistical analysis of the
field amplitude. It has been observed that even for non-negligible correlation parameters, the
uniformity of the field and the field amplitude for the three shapes are good enough;

- Once the RC has been designed, its use for characterizing the susceptibility of a computer has
been studied. First, the field penetration in a computer box through its apertures has been
statistically analysed for the three geometries. It has been observed that the designed mode-stirrers
allow for well stimulating the field penetration. Based on the working frequency and the position
in the computer, it has been observed that the mode-stirrers have more or less equivalent
performances;

- The correlation between field penetration through apertures and detected/recorded effects induced
by parasitic field on the computer has been studied. We focused on the communication between
the temperature sensor and the CPU which is highly susceptible to parasitic fields. The criticality
of errors for each mode-stirrer has shown that the mode-stirrer S/ (which is the shape giving the
best performances based on standardized tests) allows for stimulating a large number of field
topologies.

In this paper, it has been confirmed that the reverberation chamber provides interesting outcomes in the
characterisation of the susceptibility of electronic devices to IEMI. Moreover, it has been observed that the
choice of the mode-stirrer shape is crucial as the type of effects and their criticality is highly related to this
factor for a given emitted field strength.
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5. Futur work and remarks
Further work will be dedicated to use statistical observables for comparing the mode-stirrer geometries
performance when changing the position of the stirrer in the RC. Moreover, more devices will be tested.
The type and the criticality (e.g. DRAM errors, Cooling fan speed) of effects will be involved for
analysing the stirring efficiency of selected shapes.

Moreover, the study presented in this paper raised interesting discussions with reviewers concerning the
mode density excited in the reverberation chamber. While the results are considered as correct, in the near
future, the authors will work on the characterization of the mode density and the quaity factor of the small
chamber presented in this study. Moreover, the defined lowest usable frequency has been estimated thanks
to standards related to room sized chambers. Part of the work will be dedicated to the analysis of the
pertinence of the presented approach for the definition of the lowest usable frequency. It can be mentioned
that small size testing chambers are of fundamental interests as they allow for analyzing the susceptibility
of electronic devices enclosed in small cavities like avionic bay [12]. The results of the forthcoming work
will be submitted in a following System Design and Assessment Note as a “Technical report — Part 11”.
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