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Abstract— Many papers dealing with the effects of electromagnetic attacks against critical electronics have been made
publicly available. Recently, it has been demonstrated that a smart use of electromagnetic interference allows for injecting
voice commands remotely through connected headsets by a front-door coupling phenomena. In this paper, we investigate
the possibility of injecting voice commands on modern smartphones through a conducted propagation path exploiting the
so-called back-door coupling. As an outcome, we introduce an innovative silent voice command injection technique on
modern smartphones connected either to the power network or to a computer through the USB cable. This research is the
continuity of the work related to radiated (front-door coupling) voice command injection technique published in 2015.
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I. CONTEXT

In parallel with classical research on the Electromagnetic Compatibility (EMC) of electronic devices [1-3], the
information security community has been working for many years on the use of electromagnetic (EM) vulnerabilities
(related to the EMC issues) in order to extract secret keys [4] from or to induce faults [5] on cryptographic algorithms
running on hardware security modules. In general, preliminary experiments are focusing on the characterization of the
devices with specific software controlling each elementary part of the device under test. The effects of EM pulses
induced on electronic devices and integrated circuits are used to find the location of the targeted algorithm hardware
blocks in order to exploit the EM susceptibility in a fault injection attack.
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Fig. 1. Remote voice command injection on targeted device with connected headphones based on front-door coupling [6].

Furthermore, researchers have been working on exploiting the EM susceptibility for gaining access to physically isolated
systems [7]. Because of their criticality, these systems are generally physically isolated from the outside world (principle of
the “air-gap” mostly applied in military infrastructures). Based on the correlation of the effects on the target with the
parasitic field amplitudes, it was shown that the observed temperature reading was disturbed and the recorded data was
controlled by the attacker. A covert-channel [7] was designed in order to by-pass the physical isolation leading to a control
and command channel for malicious software installed on the targeted computer by injecting the parasitic signal in the
power network.

More recently, it has been demonstrated [6] that voice commands could be injected into smartphones by a front-door
coupling phenomena involving the connected headphones acting as a receiving antenna (scenario represented in Fig. 1).
Following the experimental set-up proposed in [6], an original scenario was imagined considering that a parasitic signal in
the power network could reach charging smartphones and propagate to their audio front-end. Interesting results [8-9]
confirming the good conducted propagation properties of the low power network have been published. Taking into account
the EM susceptibility of the connected devices [1-3] and their power chargers [10], the purpose of this study is to investigate
the possibility of triggering and executing voice commands on smartphones while they are charging through a back-door
coupling of conducted smart intentional EM interference (IEMI).

The work' carried out in the paper has been applied to the Samsung Galaxy Nexus, running Android 4.3 with Google Now
v.1.3. large, and its genuine Samsung USB charger. This was imposed as the main aim of this study if to compare the
previous attack scenario presented in [6] and the potential exploitability of crosstalk for conducted Smart IEMI. All the
material presented in this study can be straightforwardly applied to any other device. The paper is organized as follows: in
Section II, the common voice command interpreters and their security features are summarized. In Section III, the
conducted voice command injection technique is described and tested. In Section IV, the considered attack scenarios are
discussed. A comparison between the back-door and front-door coupling-based attacks is proposed.

' The findings related to the targets of this study were reported to the smartphone manufacturer, Samsung, and the operating system editor, Google,
through a responsible disclosure process. The public release of this work was not objected by Samsung and Google.
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II. VOICE COMMAND INTERFACE

1. Definition

The voice command interface (VCI) is a hands free user interface which allows interacting vocally with an electronic device
as schematized in Fig. 2. This kind of user interaction feature is getting deployed into a wide variety of devices such as
smartphones, smartwatches, desktop computers or automotive computers and is likely to become a very popular way to
control electronic devices by naturally questioning or commanding them out loud. VCI is already supported by the main
mobile operating systems and each editor developed his own solution: Apple features Siri [11], Google developed Google
Voice Search [12], which is included in Google Now and Microsoft proposes Cortana [13]. Some third party editors which
integrate their own layer over Android also have their own VCI engine, like Samsung with S-Voice [14].

The scope of commands and actions available through the VCI are heavily dependent on the VCI solution itself, the
operating system and even the device model. These actions can be classified in three categories: communication (phone
calls, text messages, social media, email...), information (web browsing) and local interaction (applications launch, settings
edition, authentication...). Furthermore, some editors are releasing application programming interfaces (APIs) in order to
allow third party application developers to include voice interaction in their products, which widens the scope of possible
actions through VCI. As for an example, Paypal recently enabled the possibility to achieve mobile payments only by voice
commands via Siri [15].

Fig. 2. Voice command interfaces and the related available actions.

2. Access control to the VCI

The scope of commands available through the VCI is very wide and in constant expansion. Some of these commands can be
considered as critical regarding the security of the device (e.g. settings edition, authentication) or the privacy of the user
(e.g. access to the contacts through communication services). It is thus important to analyze the mechanisms in place in
order to mitigate the risks related to an unauthorized access to the VCI by an attacker. In [6], the security implications of an
unauthorized use of the VCI are summarized. Several attack scenarios have been proposed ranging from overpaid telephony
services abuse to advanced exploitation scenarios allowing compromising the device.

In order to evaluate the exploitability of the aforementioned scenarios, two factors are decisive: the activation of the voice
command interpreter and the authentication of the user. Again, these factors vary depending on the VCI solution, the
operating system, the device model and the settings, but some main trends can be identified. The VCI activation can be
either explicitly triggered by the user (by launching the interpreter manually), always on in a post-authentication
environment (or when the device is charging) or always on even when the device is locked. As shown in Fig 3, Siri (a) and
Google Voice Search (b) can be configured to be active pre-authentication when the device is charging.



To ask questions without pressing the Home button,|plug your device into powe[land turn on "Hey Siri" With
iPhone 6s, iPhone 6s Plus, iPhone SE, and iPad Pro (9.7-inch) you can use this feature without plugging into
power.

(a)

+ From any screen: You can say "Ok Google" from any screen on your device if the screen is onfor the device is

« Always-on: You can say "0k Google” whether your screen is on or off on a Nexus 6, Nexus 9, or Samsung Note 4
device

* Trusted voice: When you say "Ok Google” from a secure lock screen and we're able to recognize the sound of
your voice, you can ask Google to do things for you or visit sites without having to unlock your device manually.

(b)

Fig. 3. Activation settings for VCIs on i0S [11] (a) and Android [12] (b).

Some editors restricted the commands available pre-authentication by forcing the authentication for using the most critical
ones (e.g. placing a phone call). As the authentication through the touch screen tends to limit the interest of a VCI, a voice
authentication on the keyword is available for unlocking the devices and using critical commands. Unfortunately, the
granularity of these settings is still too coarse for a user to finely tune the security level she wants for the VCI.

3. Related work

The voice command interface has been subject to very few security analyses. Mostly, some proofs of concept have been
published about using Siri to bypass the lock screen PIN code authentication in order to gain access, most of the times
restricted, to other functionalities on the device [16]. Focusing on the network service, security researchers performed a
complete reverse engineering of the early versions of Siri’s protocol and provided a framework to include Siri voice
interpretation capabilities inside any web application [17]. However, they did not further investigate the possibility to
exploit this vector to compromise the device. The privacy aspects of Siri have also been discussed after Apple announced
they share the voice samples collected by the remote interpreter service to third parties [18]. Concerning Google Voice
Search, an application with no specific permission on an Android device has been shown to be able to activate the voice
interpreter and send commands through the phone’s speaker, as stated in [19]. However, the main limitation of this work is
the use of the speaker to send the commands, which is not silent and can be easily detected by the victim. An interesting
local attack vector to overcome this limitation could be the exploitation of the software sound mixer to provide the
malicious command to the software audio input pipe without playing it out loud. This same idea has been further
investigated in [20]. After a detailed analysis of the speech analysis process, the voice signal characteristics necessary for a
correct interpretation have been identified. A voice mangling algorithm has been designed in order to modify legitimate
voice commands so that they become unintelligible for a human while still containing enough spectral content to be
correctly interpreted by speech recognition engines. This approach has then been improved resulting in an unnoticeable
inclusion of mangled voice commands into video files [21].

In [6], an interesting way of sending the voice commands to the target device has been introduced. Instead of using acoustic
“spoken” signals, the authors proposed to induce a parasitic audio electric signal at the input stage of the audio front end. To
this end, the target needs to have wired headphones plugged in. The headphones’ wire acting as an antenna for 80 MHz to
108 MHz radio signals, they are prone to a front-door coupling of radio signals in this frequency range. It has been
demonstrated that a carrier radio signal modulated by the baseband voice command signal is well received by the
headphones’ cable and demodulated by the nonlinear components [6, 22, 23] of the audio input stage, resulting in a silent
and remote voice command injection through radiated IEMI. However, the headphone requirement and the minimum power
required for the attack to succeed are important limitations. The present study relies on the same key concepts while using a
different injection technique, namely smart conducted IEMI, to overcome those limitations.

III. CONDUCTED PROPAGATION PATH AND CROSSTALK

This section provides an overview of the different experiments which have been performed in order to analyze the
susceptibility of the audio front-end of target smartphones to conducted IEMI injected into the power wires of a USB
charging cable.

1. Hypothesis

On modern smartphones, the charging USB connector and the microphone integrated circuit (IC) are co-localized (shown
Fig. 4) for the Galaxy Nexus (further architectures show the colocation of the USB/Lighting port with the mic IC [27-29]).
The possibility of a back-door coupling between the USB connector circuitry, which is the entry point of the parasitic signal
on the phone’s printed circuit board (PCB), and the audio front-end input circuitry (coupling target) was investigated. Two

5



phenomena could lead to a successful propagation of the EMI to the targeted microphone IC: a re-radiation of the
interference from the USB circuitry bypassing the physical isolation by parasitic coupling (crosstalk) or the possible sharing
of the Vcc and GND networks on the PCB.

- :l;"’;"«: Point of injection
! ‘-&- 8 USB connector

Targeted point
Mic IC

Lo

Charging port PCB part

Fig. 4. Charging port PCB of a Samsung Galaxy Nexus.

As discussed in [6], the induced signal should be demodulated by the filters and the nonlinear components of the audio
front-end, resulting in an envelope detection of the modulated parasitic signal. Furthermore, the pre-amplification
components of the microphone integrated circuit could also be responsible for the demodulation. This point would be worth
to further investigation in order to determine if digital output microphones are vulnerable to these phenomena.

In order to validate this hypothesis, several parameters had to be determined. First, it has been necessary to identify the
frequencies for which the target is most susceptible to EM coupling. This has been achieved thanks to a so-called off-line”
characterization. Then, a set of experiments, defined as on-line characterization®, has been performed in order to analyze the
propagation of the parasitic signal from different injection points on the power network to the audio front end in the target.
The propagation chain has been considered as a black box, and the signal received on the audio front-end has been recorded
and analyzed. The generated signal was an amplitude modulated sweep in 0.01 —20 kHz (covering the audio frequency
band) with a carrier frequency in 1 MHz — 1 GHz. A magnetic injection probe was placed on the power network and the
targeted device.

2. Off-line Characterization

Interestingly, multiple studies [24-25] related to the characterization of power socket chargers and devices have pointed out
the variability of the input impedance of electric and electronic devices. The set-up [24] schematized in Fig. 5 has been
applied in the same way to analyze the transmission of the signal strength reaching the audio input stage of the smartphone.
It is worth to mention that off-line and on-line impedances are likely to be similar as it was shown in [24-26] for these
power chargers.

Off-line testing allowed for characterizing the impact of the elements of the propagation path on the injected signal. Several
chargers and USB cables have been tested and their frequency responses have been analyzed. The work carried out in this
study focuses on the possible exploitation of back-door coupling of EM waves in the information security domain.

Power socket

. N-type connector L
Signal ‘} P Smartphone

generator D USh

Power charger

Fig. 5. Characterization procedure of the injection path

Tests have been decomposed as preliminary experiments to uncover the possibility of inducing an audio signal by
connecting the power charger directly to a 2 wire adapter as shown Figure 5. This offline analysis is the basis for the
analysis of a potential exploitability.

? Off-line characterization refers in this paper to a direct connection of the device under test to the signal generator through a dedicated adaptor. The
device is connected but not powered by the power network.

? On-line characterization refers to a connection of the device under test to power supply either through a USB connection to a computer or through the
power socket.



Fig. 6. Experimental set-up for the characterization of devices offline.

For offline testing, the parasitic signal was injected directly into the power charger using a custom made power socket
connected to a source. With this configuration, the elements on the signal propagation path are limited to the charger and the
USB charging cable. Furthermore, as these are not connected to the power network, only the injected signal propagates
towards the target, with no additional noise due to the power network or the loads connected to it. A comparison of
charger [24] has been carried out showing that above 100 MHz they behave in a very similar way. Thus, the study was
considering that the chargers has a negligible effect on the transmission. Moreover, the adapter has been considered as an
extension of the power network and it potential effect on the conducted propagation has been considered negligible.

The received audio signal was recorded on the target and streamed through a Wi-Fi connection to a monitoring computer.
This setup allowed studying different test cases to characterize the propagation of the parasitic signal both offline (setup
disconnected from the power network) and online (setup connected to the power network, along with other devices).

3. Identification of the resonant frequencies

The identification of the carrier frequencies providing a high coupling of the parasitic signal could be empirically achieved
by monitoring the amplitude of multiple modulation signal sweeps in the recorded audio signal. To this end, for each tested
carrier frequency, a 1 s sweep has been repeated during 7 seconds and the induced demodulated signal on the audio front-
end has been recorded. In Fig. 7, the recorded signal for carrier frequencies of 242 MHz and 243 MHz is shown.

Fig. 7. Time domain representation of the induced audio signal recorded on the target, one 7 sweeps sequence per carrier frequency in 242 MHz —
243 MHz (sample rate: 44100 Hz).

For each frequency, the seven sweeps are easily distinguishable, along with the microphone noise floor. The peaks at each
end of the sweep series are due to the signal generator turning on and off. The spacing between each sweep reflects the
bandwidth of the audio front-end. Indeed, audio frequencies above 17 kHz are rejected. The decomposed transfer function is
depicted Fig. 8, the successive parts on the propagation path are highlighted. The mismatch between each part of the
propagation channel is out of scope of this study as we consider the resulting overall propagation chain.



Transfer function

Power socket USB cable

Vector signal

generator Power network Power charger Smartphone
nput i Output
- t b
AM Modulated Signal magnetic probe or Audio Signal

3-wire injection circuit

Fig. 8. Transfer function measurement of the conducted propagation when devices are connected to the low power network. The injection is made either

with a magnetic injection probe or a 3-wire adaptor.

Fig. 9 represents the transfer function (TF) normalized amplitude computed by:

Vout(m)
TF — out
| (fm)lfc | Vinput((fm) |fc
where Vippu(fm) is the modulating signal amplitude at 10 kHz at the external signal generator and Vgupud(fm) is the signal
amplitude induced at the audio input recorded by the software application.

The estimated TF Fig. 9 has been obtained relatively to the carrier frequencies in the range 200 MHz — 250 MHz with
1 MHz steps modulated with the f, = 10 kHz signal. It appears that in this frequency band, the strongest induced signal
corresponds to carrier frequencies f;, around 231 MHz.

As we can’t deduce the quality of the audio signal from the estimated transfer function magnitude, the next step will be to
submit voice command at the detected resonating frequency to check the possibility of inducing real voice commands
through conducted injection in later experiments.

0.2 1 1 1 1
200 210 220 230 240 250

Carrier Frequency (MHz)

Fig. 9. Transfer function amplitude (normalized) of the signal received on the target for carrier frequencies f. between 200 MHz and 250 MHz and a
modulation frequency f,, = 10kHz.

4. On-line Characterization

For online testing, the set-up was modified by connecting the targeted devices to the power network. Two techniques of
injection have been tested: with a commercial injection probe, and with a custom coupler made with capacitors, resistors
and a high-frequency transformer. The injection probe allowed for placing the injection point between the power source and
the target (injection points i4-i2). The coupler was used to act as a malicious peripheral sharing the power network with the
target (injection points i1-i3). Again, the frequency response has been analyzed to detect a possible filtering introduced by
the propagation path composed of the injection hardware, the power network (e.g. cable network and connected appliances)



and the EMC filter of the power charger. Based on these experiments, it has been shown that it was possible to induce a
parasitic signal on the target audio front-end by injecting the interferences through the power network.

0§ -

To main LV Network

c2

1.

i1

Fig. 10. Power network considered during the experimental characterization of the audio injection — i1 i2 i3 i4 are injection point and c1 ¢2 c3 are the
connection point of the smartphone.

The aim was to connect the smartphone to the power network, to the USB port of a computer injecting the signal through a
magnetic probe or RLC circuit. As the attacker will not have any information about the targeted power network, we assume
that they are frequencies that will better propagate the signal to the targeted device audio input. Thus, the power network in
this study has been chosen to reflect a classical TT power network with a set of devices connected as shown Figure 10.
Experiments have been carried out as shown Fig. 11.

Fig. 11. Experimental set-up for the characterization of devices online. The yellow circles highlight the USB charger (left), the injection probe (center
right) and the custom coupler (bottom right).

The frequency responses of online and offline experiments are given in Fig. 12. In the online setup, the 50 Hz component of
the power network and its harmonics are added to the injected signal along with additional noise. The injected signal is also
slightly more attenuated than in the offline case. This can be either due to the coupling circuit to the power network or by
connected devices that may absorb part of the induced energy as shown in [24-26].

While a study of the effect of adding or removing connected appliances has been considered out-of-scope of study the
preliminary analysis has shown to be efficient for defining the frequency of injection when the device is connected to the
power network as shown Fig. 8 and Fig. 11. This means that the preliminary analysis provides a valuable input to define the
source parameters for the exploitability of the attack path.
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Fig. 12. Transfer function magnitude (normalized) of the signal received by the target for a 231 MHz carrier frequency modulated with one sweep
between 1Hz and 23 kHz with charger 2 and cable 1 in offline and online test configurations.

IV. EXPLOITATION FOR VOICE COMMAND INJECTION

The results obtained in the previous section provide information about the way the injected parasitic signal gets distorted by
the different elements on the propagation path and demodulated by the input audio stage of the target. Interestingly, the
resulting demodulated audio signal has been shown to be subject to a very low attenuation in the 100 Hz-17 kHz band. This
means that a voice signal injected using the proposed technique should not suffer a high distortion and still possess the
temporal and spectral characteristics necessary to be correctly interpreted by VCls. In this section, several attack scenarios

are proposed, exploiting the electromagnetic susceptibility of the targets to submit and execute unauthorized voice
commands.

1. Remote Voice Command Injection Attack Scenarios

Once the possibility of inducing audio signal into a smartphone while it is charging has been demonstrated, it was necessary
to validate that the quality and the level of the audio signal were high enough to get properly processed and interpreted by
VCI engines. In order to perform these tests, the smartphones have been configured to have their VCI interpreters always on
and connected to internet through a Wi-Fi router. Several test vectors containing the VCI activation keyword and a voice
command have been injected. A test was considered successful when the commands have been correctly interpreted and
executed by the target. To better match the reality, several configurations have been tested taking into account the main use
cases for charging smartphones (Fig 13).
a. Scenario 1

Smartphones are charging through a USB charger connected to the power network: In this context, the devices are
connected to the power network through a genuine power charger provided by the manufacturer. The point of injection of
the parasitic signal is located somewhere in the power network behind the power socket. The electromagnetic waves have to
by-pass the transformers and the EMC high-pass filters encountered in the propagation path.

4 +-

L _PSV‘LeL network | L_ _ngv_er_ network Power network
| ]

USB
Charger

Malicious
Charger

+

USB cable USBcable USB cable

(a) (b) (c)

Fig. 13. Charging scenarios considered for the exploitation tests, (a) scenario 1, (b) scenario 2, (c) scenario 3.
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b.  Scenario 2

Smartphones are charging through the USB port of a computer connected to the power network: In this scenario, the devices
are connected to the USB port of a desktop computer with a USB cable. The computer is connected to the low voltage
power network. The point of injection of the parasitic signal is located somewhere in the power network behind the power
socket. The electromagnetic waves have also to by-pass the transformers and the EMC high-pass filters of the computer’s
power unit along with those encountered in the propagation path. Moreover, the signal should be strong enough to couple
into the targeted USB cable. In addition, the possibility of not disturbing the computer is a critical issue as a two-step attack
could lead to the compromising of the computer through the USB interface.

c. Scenario 3

Smartphones are connected to a malicious USB power charger dock: This scenario is likely to be the most efficient as there
are less filtering elements on the propagation path of the parasitic signal. Indeed, the point of injection is located within the
charger directly on the output power signal of the USB charging cable. A modified USB charging device (or a portable
power bank) is considered here, which is able to properly provide the power required by the target device (5 V — 5 A max.
DC) and also to superimpose a malicious parasitic signal intended to exploit the VCI. The target device is thus directly
exposed to the parasitic signal. To simulate this scenario during our experiments, an injection probe has been placed directly
on the USB cable of the target device connected to the power network through a genuine USB charger.

2. Summary of tested scenarios and results

The presented scenarios have been validated by combining the point of injections (il to i4) and the point of connection (cl
to ¢3) as summarized in Table 1. Interestingly it has been observed that the experiments confirmed the possibility of
injecting the voice commands on the targeted device for all combinations. The probability of success was close to 99 % - a
success is defined as the voice command getting processed and executed by the voice command engine for each trial - for a
set of 20 trials in each configuration. As the injection point shall be pertinent regarding the attack scenarios combinations
have not been tested.

Table 1: Combinations of points of injection and points of connection regarding the possible attack scenarios for f,, =231 MHz

point of injection

point of
connection

I Tested configurations with successful voice command injection and execution by the targeted device.
X  Untested configurations as considered irrelevant for an attack scenario.

The tested combinations summarized in Table 1 shall be interpreted as follows:

- A: the target device is connected to the power supply either directly (cl, c2) or through the USB port of the
computer (c3). An attacker will place his injection probe or injection circuit to a power socket (il or i2).

- B: the attacker may have tampered the extension cord (i3) or a device connected to it. He will try to reach a target
connected to the power network (c1, ¢2 or c3).

- C: the attacker has created and inserted a malicious USB circuit (i4). The target is connected to it (c3) providing a
direct connection with attacker system. This can be performed through USB power banks available in public areas
like airports.

V. SECURITY DISCUSSION AND COUNTERMEASURES

1. Injection techniques based on Smart IEMI — Attacker profile

The results given in what follows were obtained with a Samsung Galaxy Nexus, running Android 4.3 with Google Now
v.1.3. large, and its genuine Samsung USB charger. To get commands properly interpreted by the VCI for all tested
injection configurations (online or offline, coupler or injection probe), the required emitted power was nearly 500 mW at
carrier frequencies close to the resonant frequencies identified in the previous experiments.

11



Furthermore, it was shown based on the scenarios considered in this study that the charging use case has a negligible effect
on the possibility of inducing audio signals on the charging target via the power lines of the USB cable. A comparison
between the radiated-based injection technique [6] and the present conducted-based injection technique is proposed in
Table 2. The main limitations imposed by the radiated case could be overcome by involving the conducted propagation path
and the exploitation of back-door coupling effects induced on the charging port PCB. It can be mentioned that the required
power to successfully inject voice commands has been lowered to 500 mW for reaching targets at a distance higher than 10
meters (we reached 30 meters during experiments). The source size has been reduced to fit in a so-called malicious PLC-
like modem and its power consumption can be directly provided by the targeted power network.

Table 2: Comparison of the radiated and the conducted based injection techniques

Characteristic Radiated case [6] Conducted case
Coupling mode Front-door Back-door
Propagation path Air Power lines
Pre-requisite Headphones cable with microphone Charging USB cable
Required power 40 W (2 m) 0.5W (>10m)
200 W (4 m)
Source size Backpack (SDR' + PC? + amplifier PLC’ coupler / Charger

+ battery + antenna)

Target type Outdoor mobile Indoor stationary

'SDR : Software Defined Radio.

*PC : Personal Computer.
PLC : Power Line Communication.

2. Security analysis

This study illustrates a two-stage exploitation resulting in a stealth and unauthorized abuse of VCls. The first stage takes
advantage of the electrical and microelectronic design of the targets and their robustness against IEMI and results in an
injection of malicious signals into their audio front-end input stage. This possibility emphasizes the fact that from an
information security point of view, standard EMC and EMI practices provide limited protection. Indeed, their scope is
limited to unintentional parasitic signals and do not take a malicious behavior of an attacker into account. For software
security engineers, input interface filtering against malicious inputs is a common practice. Electronic devices destined to
critical applications should enforce the same principles on their interfaces (analog, digital and power inputs) by properly
filtering signals the closest to their operational frequency band, integrating EMI filters or designing low-level sub-domains
mutually isolated on the PCB.

The second stage takes advantage of the access control for the voice interface. Since its widespread deployment, the VCI
editors seem to have been focusing on its ease of use in order to identify potential usages and encourage its adoption by end-
users and service providers. As a consequence, it can be foreseen that the number of critical actions achievable via VCIs
will keep increasing. As discussed in Section II-C, several studies, have demonstrated that voice commands could be
submitted and executed without the user noticing. Thus, in order to mitigate this vulnerability, VCI editors could consider
several layers of countermeasures. Voice recognition for authenticating (or at least identifying) the user would force the
attacker to forge or to acquire voice samples of the target user. Challenge-response confirmation protocols, such as audio
captchas, would make it necessary for an attacker to intercept the challenge in order to forge a response signal. Allowing for
a personalization of the keyword would also impose an information gathering step for an attacker and restrict the
exploitation to a targeted attack. In order to both make the user more conscious of the risks and allow for tuning the impact
of this vulnerability, editors should provide finer grain settings for choosing which actions and which applications should be
available through VCI, and which should require an authentication. Finally, to further mitigate the risk for security unaware
users, editors should set up secure default settings and inform the user of the risks when he opts for less secure settings.
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VI. CONCLUSION

In this study, we presented a new technique for remote and silent voice command injection in a specific model of
smartphones based on conducted propagation and back-door coupling phenomena. This technique is complementary to the
existing one based on radiated propagation and front-door coupling and allows compromising different targets, from a
longer range and with less emitted power. By characterizing different configurations of the propagation path, it was shown
that a proper voice command injection is achievable with a reduced effect of the elements on the propagation path. Finally,
this study highlights a potential attack vector on VCls, demonstrating that a stealth unauthorized exploitation of this UI is
possible, attracting the attention of both vendors and users on its criticality and emphasizing the need to secure it and to use
it wisely. More EMC/EMI analysis are required in order to have a better understanding of the power network random
configurations on the efficiency of the attack scenario. Moreover, as proposed in this study, the experimental set-up can be
used to characterize other devices in order to check the exploitability of this attack path against other Smartphones.
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